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In a final step press save if you want to store these settings or/and press launch to start the
storage peer’s initialization process.

If everything from the precedent stage worked fine, the window depicted in figure B.2 should
appear. It consists of four tabs labeled Monitor, Aggregation, Query, and Local Database.

Initially, the focus lies on the Monitor where several indicators are shown that reflect the
amount of data that has been processed by the application since startup.

B netflow Storage [Netflow Receiver] <0X5829DE-> — o =]
Wﬁonltm: | Aggregation ruuary r’Local Databasze
Netflow Monitor
Received UDP Datagrams [#] 1
0.00 [MB]
Agqgregation Monitor
Received Flow Records [#] 1]
Delivered Flow Records [#] a
Delivered Aggregates [#] i
Storage Monitor
Atored Flow Records [#] 1]
Stored Aggregates [#] a

Figure B.2: Application’s monitor.

By switching to the next tab labelled with Aggregation, the window depainted in figure B.3
appears. This reflects the main controller of the aggregation mechanism. In the table are all
currently active as well as inactive aggregation threads listed. Additionally, several buttons reside
at the right side of the table. They allow to control a selected thread. When moving over the icons,
a tooltip text appears describing the functionality of the particular button (add thread, remove
selected thread, remove all threads, pause thread, wakeup thread).

Figure B.3: Aggregation controller.
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Now, create a new thread by pressing the button annotated with a plus. The window depicted
in figure B.4 emerges which is holding two tabs, namely Threads and Filters for controlling aggre-
gation. The text fields are self-explanatory (see section 3.5.2 for further information). With help
of the two yellow arrows, filters can be added, respectively be removed to/from the thread. The
filter named wildcard intends to repeal the deny everything default behaviour.

B Netflow Storage [Aggregation Threads] N ] 5|
Thread |’ Filters
Nane Srchddr Filtered Period 180 [zec]
State active Tsage 75 [ME]

Scheme Source Address

Filters thread filters

allow _all wildcard

deny_prot_UDLP

avalahle filters

allow _all _wildecard
allow_sro_net_192.0.

deny_sre_port_ 23127
deny_prot_UDP
allow_dst_net_77.56.

create thread

1] I [ I»

Figure B.4: Thread configuration.

By switching to the Filters tab, depainted in figure B.5, you get to place where filter objects can
be created. Again, the text fields are self-explanatory (see section 3.5.2 for further information).
By pressing the create filter button, the filter object is automatically added to list below as well
as to the available filters list on the Thread tab.

The Network Mask text field defines how much leading bits are used in order to qualify the
provided IP address. The picture shows the source address 192.80.0.0 and a network mask of 16
for example, what in other words mean, that all flow records with source addresses beginning with
192.80.x.x are filtered.

gNEtﬂnw Storage [Aggregation Threads]

Thread |" Filters

=olx

Wame

Type

demry net 192.80.0.0 Permission () permit

Source Address @ deny

Hource Address 19z &0 a a

Network Mask 16

create filter ‘

Marme
allo_all_wildcard
allow_src_net_192
deny_ste_port_23127
deny_prot_UDP
allowe_dst_net 77.8

Permission
true
true
false
false
true

Type
Source Address
Source Address
Source Port
Protacal
Source Address

(-]

Figure B.5: Filter configuration.



APPENDIX B. OPERATING GUIDELINES 40

Back to the main window, the tab labelled with Query, depicted in figure B.6, contains for-
mulars to start different types of queries. The three checkboxes residing in the upper left corner
enable you to specify for what type of key values you want to search. If two or more are selected,
the criteria contract a logical AND relationship. The distributed query is started by pressing the
button labelled with query. Subsequently, the button is disabled until the query returns or the
time period defined in the #imeout textfield is exceeded.

B netflow Storage [Netflow Receiver] <0x5829DE..= — o =]

Monitor I’Aggregauon ruuary r’Local Databasze

Query Commands

[v] source network from 192.80.0.0 nask
destination network o 202.0.0.0 mask
v| time dependent

P start time 1187703157281
timeout 10 [[=ec]  end vime 1166003157261

CREZEEAE TR

Query Results

23823 [Flows]
210399 [Packets]
51.84 [ME]

Figure B.6: Query Interpreter.

Finally, the tab labelled with Local Database, depicted in figure B.7, represents the locally
stored items. With the aid of the combobox, you can chose between both tables, Aggregates and
Flows, subsequently the list is updated and the scroll bar allows browsing the dataset.

B Netflow Storage [Netflow Receiver] <0x162FBT..: I [l 3

Monitor I’Aggregauon r Query [ Local Database |
Source Address | Destination Address |5, [Pr.# Flows # Packets| # Bytes

141 63.252.10 197 a1.135.z18 |0 |0 |0 |2 z &0 -
19Z.41.135.2139 16d.73.47. 242 Ll e I -3 z ad
19Z.41.135.218 140.172.10.10 Ll e s I -3 1g 420
197_41.135.219 |z00.69.211_z29 |0 |0 [0 |2 z &0 1=
24.2233.147.85 19Z.41.135.2139 Ll e I -3 z Zzd
Z16.24.186.23 19Z.41.135.219 0 oo |1 E £04
197_41.135.219 |z00.69.205.137 |0 [0 [0 |2 z &0
Z00.68.83.141 19Z.41.135.2139 Ll e I -3 z &0
19Z.41.135.219 Z00.62.203.187 Ll e s I -3 Z &0
197.41.135.219 |z00.69.197_67 ERCACE z7 810
Z00.68.85.9 19Z.41.135.2139 Ll e I -3 ke a0
141.40.101.7 19Z.41.135.218 Ll e s I -3 Z &0 =
Bggregaces | | update H clear tables

Figure B.7: Database monitor.

The storage peer can be destroyed by pressing the upper right cross.



Appendix C

Netflow v5 Format

byte 3 byte 2 | byte ! byte O

Version 5 Flow Header

version I count

sysUptime

unix seconds

unix nanoseconds

flow sequence number

engine type engine 1D I reserved

Version 5 Flow Entry

source IP address

destination IP address

next hop IP address

input interface index I output interface index

packets

bytes

start time of flow

end time of flow

source port destination port
pad | Tcpnags IP protocol | TOS
source A3 destination AS
src netmask length [dst netmask length padding
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Appendix D

UML Class Diagram

<8> Listener

-uniqueListener

<S> Exporter

+get_listener() 1 1

-uniqueExporter

<S> Allocator

-uniqueAllocator

+set_listeningport() +get_exporter() 1 1 -Vector<AggregationThread> threads
+launch() [+send() +get_allocator()
+shutdown() register()
+get_traffic() +unregister()
+deliver_flow()
1
«interface»
IAggregationThread
+receive_flow()
|
|
ThreadID AggregationThread
. — — —|id
-name
[tgetThreadiD() | 1 i
+getThreadID| period
+—@|ilters
@ |-scheme
hd
-state
-usage
<A> AggregationFilter +receive_flow()
FilterID T * +launch()
7777777 _name +pause()
o +start()
+getFilterlD() -permission +shutdown()
+<a> filter()
Lﬁ 1
I I | :
FilterDstAddr | |FilterSrcAddr| |FilterSrcPort| |FilterDstPort FilterProt
-address -address -port -port -protocol <S> ProductDistributor
-netmask -netmask [+filter() +filter() +filter()
+ilter() +ilter() +distribute(Flow)()
+distribute(Aggregate)()
<A> AggregationScheme *
-Vector<Aggregate> active_aggregates
-Vector<Aggregate> finished_aggregates
+aggregate()
#<a> create_aggregate()
#update_aggregate()
#deliver_aggregate()
+get_aggregates()
low ceAddress i Address rt i ort
[period “period period “period “period
[+aggregate() +aggregate() +aggregate() +aggregate() +aggregate()
#create_aggregate() #create_aggregate() #create_aggregate() #create_aggregate() [#create_aggregate()

SchemeProtocol SchemePortPair SchemeAddressPair| [SchemeAddressPortPair SchemeTriple
~period ~period -period -period -period
+aggregate() +aggregate() +aggregate() +aggregate() +aggregate()
#create_aggregate() #create_aggregate() #create_aggregate() #create_aggregate() #create_aggregate()
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